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Welcome aboard!

We're excited to be working with you!

This guide will provide a step-b -steﬁ guide for setting up Okta
Single Sign on (SSO) with LinkSquares.

At anytime if you require support, please email us at.
support@linksquares.com or contact your Implementation
Consultant.

Let’s get started!



Step 1: Creating a custom app

1. Start by clicking on Applications in the left-side toolbar

See Okta's Business Continuity plan for COVID-19 here:Our Commitment to Customer Success: People, Business, and Service Preparedness [x]
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Get started with Okta

For more topics, see all developer documentation.

0/1 Steps Completed

Tell Us About Yourself

Customize your goals

Unlock an Okta guided experience tailored for your needs

Customize your goals to unlock more guides
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Step 2: Click Create App Integration

1. Click Create App Integration

See Okta's Business Continuity plan for COVID-19 here:Our Commitment to Customer Success: People, Business, and Service Preparedness @

@ 00 owright+okta@link...
00 okta-dev-24009969

°kta Q Search...

Dashboard

i Applications

Directory

A s pios Developer Edition provides a limited number of apps.

Applications Deactivate unused apps or check out our plans page. Contact us to find a plan that is right for your organization.

Self Service
= BEs Create App Integration Browse App Catalog Assign Users to App More v

Security
Workflow

Reports STATUS @ Okta Admin Console

Settings ACTIVE

INACTIVE @ Okta Browser Plugin

Okta Dashboard

]

LINKSQUARES




Step 3: Create a New Application Integration

Chose SAML 2.0
then Next

LINKSQUARES

Create a new app integration

Sign-in method

Learn More (3

OIDC - OpenID Connect
Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration with
the Okta Sign-In Widget.

SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML.

API Services
Interact with Okta APls using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.



Step 4: General Settings

1. Enter a name a app. hame
2. We recommend “LinkSquares”

.
3 . Th e n CI ICk N eXt See Okta's Business Continuity plan for COVID-19 here:Our Commitment to Customer Success: People, Business, and Service Preparedness €@

" 00 owright+okta@link...
0kta S Bt @ 00 okta-dev-24009969
Dashboard

#1Create SAML Integration

Directory

Applications o General Settings
Security

Workflo
rew General Settings

Reports

App name LinkSquares

Settings
App logo (optional) @

App visibility Do not display application icon to users

Do not display application icon in the Okta

Cancel

Okta, Inc. Privacy Version 2021.11.0 C Status site  Download Okta Plugin Feedback
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Step 5: Configure SAML

1. Single sign on URL:

https://yourdomain.linksquares.com/saml/auth i SAMLSstiings

General

Single sign on URL https://qa-nathalia.linksquares.com/saml/auth

Use this for Recipient URL and Destination URL

2. Audience URI (SP Entity ID):

. . Allow this app to request other SSO URLs
https://yourdomain.linksquares.com/saml/metadata

Audience URI (SP Entity ID) @ https://ga-nathalia.linksquares.com/saml/metadata

Default RelayState @

3. Scroll down the page and hit Save.

If no value is set, a blank RelayState is sent

Name ID format @ Unspecified

Application username @ Gkibaaserame

Update application username on Create and update

Show Advanced Settings




Step 6. Find your Domain

1. Copy your URL, everything up to settings:
Ex: https://qa-nathalia.linksquares.com/

@ https://ga-nathalia.linksquares.com/settings/login

EVENTS TAQKSR REDORTING
EVENTS TASKS REPORTING

@ ANALYZE i AGREEMENTS DASH




Step 7:

1. Select “I’m an Okta customer adding an internal app”
2. The optional fields can be skipped, or enter custom text
3. Scroll to bottom of page and click ‘NEXT’

lr+

Create SAML Integration

3 Help Okta Support understand how you configured this application

Are you a customer or partner?

© I'm an Okta customer adding an internal app

I'm a software vendor. I'd like to integrate my app with
Okta

Why are you asking me this?

This form provides Okta Support with
useful background information about
your app. Thank you for your help—we

appreciate it.




Step 8: View Setup Instructions

okta Q search.. owright+okta@link...

okta-dev-24009969
Dashboard

LinkSquares

Directory
Active v ‘ = View Logs Monitor Imports

Applications

General Sign On Mobile Import Assignments
Applications e

Self Service fbout

ttings ;

Se g SAML 2.0 streamlines the end user

Security experience by not requiring the user to

. know their credentials. Users cannot
Sign on methods " . . :

Workflow edit their credentials when SAML 2.0 is

< . . , < ; configured for this application.
The sign-on method determines how a user signs into and manages their credentials for an
Reports o K . . . et d e Additional configuration in the 3rd
application. Some sign-on methods require additional configuration in the 3™ party application.
party application may be required to

Settings Application username is determined by the user profile mapping. Configure profile mapping complete the integration with Okta.

Application Username
SAML 2.0

Choose a format to use as the default
username value when assigning the
Default Relay State application to users.

If you select None you will be prompted
. o . to enter the username manually when
CI I C k VI eW Setu p . . . . ) assigning an application with password
SAML 2.0 is not configured until you complete the setup instructions.
Instructions

or profile push provisioning features.

View Setup Instructions

Identity Provider metadata is available if this application supports dynamic configuration.

Credentials Details

]
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Step 9: Enter SAML Information into
LINKSQUARES

The following is needed to configure LinkSquares

Identity Provider Single Sign-On URL:

https://dev-24009969.okta.com/app/dev-24009969_1inksquares_1/exk2ndvruzaRm4TV15d7/sso/saml

Identity Provider Issuer:

http://www.okta.com/exk2ndvruzaRm4TV15d7

X.509 Certificate:

MI IDGDCCApCgAwIBAgIGAX@pwK/oMARGCSqGS Ib3DQEBCWUAMIGUMQswCQYDVQQGEWJVUZETMBEG
A1UECAWKQ2F saWZvcmSpYTEWMBQGA1 UEBwWNU2FUIEZYyYWS jaXN jbzENMASGA1UECGWET2t@YTEU
MBIGA1UECwwLU4NPUHJvAm1kZXIxFTATBgNVBAMMDGR1di@yNDAWOTk20TEcMBoGCSqGSIb3DQEJ
ARYNaW5mb@Bva3RhLmNvbTAeFwOyMTEXMTYxNzE2MTNaF w@zMTEXMTYxNzE3MTNaMIGUMQ: QYD
VQQGEwJVUzZETMBEGA1 UECAWKQ2F saWZvcemSpYTEWMBQGA1 UEBWWNU2FUTEZy YWS jaXN jbzENMASG
ECgwET2t@YTEUMBIGA1UECWwLU1NPUHJvdm1kZXIxF TATBgNVBAMMDGR 1di@yNDAWOTk20TEC
SqGS Ib3DQEJARYNaWSmb@Bva3RhLmNvbTCCASIwDQY JKoZ IhveNAQEBBQADggEPADCCAQoC
3AKKu9bX8 fgg5¥Ymex/hEcAAo3HpmWo8Js fXyoST7I6YbkeY fD+xSo3k8VIcN/GYeJIU2ky2AxR
JaoAzgot IQKOK/X68e5sCY1DkZk SWLOSkPLFvzFBsYg3vazp6/e3WXo/811 fEA+rKwpc8+m
KAKTEGi YeU@dFw5F ZKQgc+M98Eo j /d6nxdGdhJk i VrNTCO3kyRF aNkCItRPJXHI97q8eNGmRaVF@Om
PAHrnylawm+mxcSPy9aQRu jOfq8suvO+ j3Qu31EL@ODevzRh91TeQATwW1GDvruGIpu7QBblYD21J4
B90JCHOQZ1Lrd+L2CS3yuBA/oxnuXXGAWKAkMeXrMiUCAWEAATANBgkqghk i GOWOBAQsFAAOCAQEA
DGWBduJyO0SU1ry1dxQxYvSI8nT7TcalU98UYp8PZFEILgWKNI8c1/QtQ jVEQ2NS3TLXPxCFS/aMi
1YNymCO8TdsUqWGNWIupk6SHZzn2gR4ZUGx jd6v4dcD8q jKEcA9qy+9kZbr j/kCOWSMT f1Ac jgx1
hNH8gsNACONEQZR/Z1p fGobq9nOhe4NxuBdDOryb femT+4BNsBi2kdTBu9QvTLZnd jveShQy@VDr
RsKJSWMdYAmJJeGOIKgOZP+152zWTSJzWI8XdQqVerKyuZr /TPX1w+wvD feVO1yHmrtxIdapbXsdg
WJLcfVuvH+1kLxKIp/pk4/t@qP3vSED8EobcsQ==
END CERTIFICATE

Download certificate

]
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© okta-dev-24009969 - Linksar X ) okta-dev-24009960 - Setup I X + inkSquares x et

Ci dev-24009969-admin.ckta.com/app/dev-24009969_linksquares_1/0oa2ndvrvOV... &5 ﬁ) 2 h @ (i qa-nathalia.linksquares.com/settings/login &5 ﬁ') 2 h @ o

Dkta's Business Continuity plan for COVID-19 Our Commitment to Customer Success: People, Business, and Service
Preparedness

ight+okta@link... ; . ; :
Okta @ 88 Zﬁ{f_g;ﬁ;;g%;gzg A Please determine which Login Method users will use to access LinkSquares.
Users may login using either their LinkSquares or Google credentials, only their Google credentials, or only
Search... through SAML Single Sign-on.

he following is needed to configure LinkSquares Eagin Metods Logln URL

Identity Provider Single Sign-On URL:
Password and Google SSO https://qa-nathalia.linksquares.com

4009969 .okta.com/app/de’

Only Google SSO

{ COPY URL

SAML

Identity Provider SSO Entity ID .

Identity Provider SSO URL

Identity Provider Issuer:

/ /www .okta.com/exk2ndvruzaRmdTVi5d7

X.509 Certificate:

ulEZyYWSj

iQyNDA

Identity Provider SLO URL

For the SLO copy the SSO up
Identity Provider Certificate to app. See next slide for
example

e fVuvH

-END CERT

Download certificate

LINKSQUARES




Step 11: **Save the information on
LinkSquares™*

(] m} wright+okta@link...
0ktq 0o (;ktag-dev(-)24009969
Login Methods Login URL

Search...

Password and Google SSO https://qa-nathalia.linksquares.com
ow to Configure SAML 2.0 for LinkSquares Application o o S50
nly Google
COPY URL

he following is needed to configure LinkSquares @ Bl

Identity Provider Single Sign-On URL:

Identity Provider SSO Entity ID
https://dev-24009969 .okta.com/app/dev-24009969_1inksquares_1/exk2ndvruzaRm4TVi5dT

http://iwww.okta.com/exk2ndvruzaRm4TV15d7

Identity Provider Issuer: Identity Provider SSO URL

https://dev-24009969.0kta.com/app/dev-24009969 _linksquares_1/exk2ndvruzaRm4TV/:

http://www.okta.com/e dvruzaRm4TVi5d7

Identity Provider SLO URL

X.509 Certificate:
https://dev-24009969.okta.com/app/

Identity Provider Certificate

MIIRaRCCARCaAWIBAGIGAXORWK/OMALGCSAGSI3DQEBCWUAMIGUMQsWCQYRYQQGEWIVUZETMBEG
ATUECAWKQ2FsaWZvembpY TEWMBQGA1UEBWWNU2FUIEZYyYW5jaXNjbzENMAsGATUECgWET2t0YTEU
MBIGATUECwwLU1NPUHJvdmIkZXIxF TATBgNVBAMMDGRIdiOyNDAWOTk20TEcMBoGCSqGSIb3DQEJ
ARYNaWbmb0Bva3RhLmMNvbTAeFWOYMTEXMTYxNzE2MTNaFw0zMTExMTYxNzESMTNaMIGUMQswCQYD
VQQGEWJVUzETMBEGA1TUECAWKQ2FsaWZvem5pY TEWMBQGA1TUEBWWNUZFulEZyYWS5jaXNjbzENMAsG
ATUECgwWET2t0Y TEUMBIGATUECwWwWLUTNPUHJvdmIkZXIxFTATBgNVBAMMDGRIdiOyNDAWOTK20TEC
2RG1 TeQATWI GOVTUGTpuTQBb 1 YD2T 14 MBoGCSqGSIb3DQEJARYNaW5mb0Bva3RhLmNvb TCCASIWDQY JKoZIhveNAQEBBQADggEPADCCAQOC
XrMiUCAWEAATANBgKqhk i OF agEBAKKuUSbX8fgasY mex/hEcAA03HRMWo8JsiXyoS716Yhke Y D+xSo3k8VICN/GYeJIUZky2AXR
ZFEILgWKn18c1/QtQjVEQ2NSITEXPxCE! UJASxJa0AzaotlQKOK/X68e5sCY 1DkZkSWLISKPLFvzFBsYg3vazp6/e3WXo/8IIFEA+TKwpe8+m
0 KAKTEGiYeU0dFw5FZKQac+M98E0i/dénxdGdh. kiVINTCO3kyREaNkCItRPJXHI7q8eNGmRaVEOm
PAHmylawm+mxcSPy2aQRujQfg8suvQ+i3Qu31ELODevzRh9ITeQATWI1GDvuGlpu7QBhlYD2|J4

WNHBgsNACONEGZH

@l RsKJSWMd Y AmJ. 1 >+ 15zWT'S JzZW 18 Xd( rkyusr /ITPXiw+wvDfeValyHmrtxidapbXsdg
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Step 12: From Okta make sure users are active and
that LinkSquares is one of their assighed applications.

*The Email address in Okta needs to
match exactly with the email address
in LinkSquares*

owright+okta@linksquares.co

@l i ion 2021.11.0 C tatus site  Download Okta Plugin Feedback



Notes/Tips:

Please contact support@linksquares.com or your
Implementation Consultant with any questions or issues.

Troubleshooting tips:
e Clear cache and cookies.

* Confirm that the user is Active on your Okta directory and that their email matches exactly
to what is in LinkSquares.

* The domain on Okta needs to match exactly as the domain in LinkSquares. Adding even a
capital letter can cause the SSO to error if not identical. Please confirm with Customer
Support or your Implementation Consultant if you are unsure of what your company
domain needs to be.

* Login URL: companydomain@linksquares.com
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